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	ARKANSAS  HIGHWAY  POLICE
M E M O R A N D U M


March 30, 2006








06-03-056

To:

AHTD Administrative Officials, District Engineers and Division Heads

From:

Chief Ron Burks

Subject:
Identity Theft Alert

Recently, an AHTD Division Head reported that he received a telephone message at home from someone purporting to be a representative of the “Federal Highway Department.”  Upon returning the call, the person who answered explained that the “Federal Highway Department” was in the process of updating its vendor list, and she needed his tax ID number (social security number).   Upon his refusal, the call ended.  Information relevant to this incident has been forwarded to the appropriate office within the U.S. Department of Transportation.

It can reasonably be assumed this individual is involved in an organized identity theft scheme designed to obtain personal information to either be sold or used illicitly.  A similar situation involving written correspondence has arisen in the past regarding the USDOT and its contractors.  A warning was issued by the Federal government as shown below:
Fraudulent Letter Alerts

Attention all DOT current or potential contractors and all contracting personnel
There has been another round of fraudulent letters issued to current U. S. Department of Transportation (DOT) contractors and potential contractors purporting to be issued by DOT. These fraudulent letters request that current or potential contractors register in the DoD Central Contractor Registration System (CCR). Please be aware that DOT does not require any confidential information to be submitted to verify CCR registration and that all companies should verify personally that they are sending information to an authorized DOT official before submitting confidential company information.

The latest letters have been dated January 19th, 2006 signed by “Frank M. Orell, Senior Procurement Officer”. Please DO NOT complete the requested CCR worksheet that is attached to the letter and DO NOT release any information to the facsimile number cited in the letter.

The CCR is a legitimate government system, however to register contractors should go directly through the CCR website not through a third party. There is no requirement to send information directly to DOT. For information on how to register in the CCR, please visit website http://www.ccr.gov/ or http://www.ccr.gov/index.cfm.
The point of contact concerning these fraudulent letters is the Department of Transportation Office of the Inspector General Hotline at 1-800-424-9071.

Previous fraudulent letters Dated August to December 2003.

